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Summary of Changes

Changed Table 1-1, fromPort 17003 to Port 104 for X 500
DI SP and X. 500 DAP. Port 17003 was not correct. Port 104
is the correct port for these protocols.
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1 Purpose

The purpose of this docunent is to identify the operational
inmpact of Mlitary Service and Departnment of Defense Agency
(S/a) inplenented network firewalls on DVMS protocols and
provi de the operational policy and procedures between the
Regi onal Network Operations and Security Centers (RNOSC)
and Area Control Centers and Local Control Centers

(ACC LCC) when firewalls limt full use of those protocols.

2 Applicability

This policy applies to DS Area Control Centers and Loca
Control Centers (ACC LCC).

3 Firewall Description

Afirewall is used to establish a protected environnent and
enconpasses all conmponents within a protected enclave such
as an agency’s site. Firewall Reports 1-4 and the DMS
Firewal | Configuration Guidance docunent provides in-depth
techni cal expl anations and analysis of firewalls and their
i npact on the DMS. These docunents are available in the
DMS Online Library. The DM5S Online Library is accessable

t hrough the DVS Control |l ed Access WEB Page at
http://ww.disa.ml|/D2/dns/invited/. A password is
required to access the site. Information on how to obtain
a password is |located on the DISA DM5 Wb Site at
http://ww. disa. ml|/D2/dns/.

4 Local Firewall |Inplenentation

Servi ces and agencies inplenent firewalls in accordance
with their own network security policy. However, when
those firewalls are | ocated between the | ocal DMS encl ave
and the DMS backbone infrastructure, DMS operation and

syst enms managenent can be affected. Figure 1-1 illustrates
a comon | ocal network security policy inplenmentation of a
firewall, and shows the effect on DMS operations. However,

sone sites may be different.
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BMTA Backbone Message Transfer Agent
DISP Directory Information Shadowing Protocol
DSP Directory System Protocol

FTP File Transfer Protocol

GDSA  Global Directory System Agents

LDSA  Local Directory System Agent

LMTA  Local Message Transfer Agent

MLA Mail List Agent

MWS  Management WorkStation

PGWS  Primary Groupware Server

PUA Profiling User Agent

ROSC Regional Operations and Security Center
SNMP  Simple Network Management Protocol

DMS
INFRASTRUCTURE

LOCAL
NETWORK X.500 ( DSP, DISP) GDSAs
MLA / PUAF--1 H
I—I- X.500 DISP Routing
(V5 - [SS—— - : \ peie
X.400 (P1) BMTAS
SNMP (Gets, Sets),
FTP, TELNET
smmeseosoeslei—-- - JROSC MW
4
*1f LMTA not utilized, then MLA and PUA would have SNMP (Traps), FTP
X.400 logical connectivity toinfrastructure BMTAs -
Firewall
LOGICAL CONNECTIONS
Figure 1-1 Conmon Local Network Firewall |nplenentation

5 Policy

DMS Area Systens Managers (ASM) and Local Systens Managers
(LSM) will work with local network and/or firewall

adm nistrators to ensure that firewalls are configured to
al  ow passing of X 400 and X 500 protocols for DVB

or gani zati onal messagi ng and directory services. ASM LSMs
are expected to remai n cogni zant of the configuration of
their local network firewall and the inpact on DVB
operation and managenent between the |ocal site, the DVB
backbone infrastructure, and the servici ng RNOSC.

6 Protocols

Table 1-1, identifies the protocols and associ ated port
utilized by DMS for nmessaging, directory services, system
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management and control. It identifies the affected |ocal
conponents at the regiona

conponent s,

facilitates.

commonl y bl ocked by I ocal
concerns and policy.

network security policy and firewall

af fected regional
nodes and RNOSCs, and the function the protoco

The shaded rows indicate the protocols
firewalls due to security
However ,

it is possible for other
protocols to be bl ocked depending on the site’ s individua

i mpl enent ati on.

PROTOCOL

LOCAL
COMPONENT

REG ONAL
COMPONENT

FUNCTI ON

X. 400 PGS BMTA Message Transfer
P1 LMTA
Port 102 MLA
PUA
X. 500 LDSA RGDSA Chai ni ng
DSP MGDSA Shadow ng
DI SP SGDSA
Port 17003 Mast er PLA DSA
Shadow PLA DSA
X. 500 LMTA Donai n ( Shadow) RCDB Shadow ng
DI SP Server/ Routi ng
Port 104 DSA
X. 500 LMTrA RNOSC- ADUA Admi n
DAP
Port 104
FTP MAS RNOSC- MA6 - Troubl e Ticket
Local |y Tr ansfer
Initiated - Messagi ng
Port 20 (Data) Reports
Port 21 (Control) -MAB Back- up
Map/ Host s
FTP PGS RNOSC- M\ Log Retrieval/
RNOSC LMTA Message Trace
Initiated M_A
PUA
Port 20 (Dat a)
Port 21 (Control)
SNVP (Tr ap) MAS RNOSC- MA\6 Moni t or
Port 162 PGS
LMTA
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LOCAL REG ONAL
PROTOCOL COVPONENT | COVPONENT FUNCTI ON
- ——————————— ————————————————————|
MLA
PUA
SNVP MAS RNOSC- MA6 Moni t or and
(Cet/ Set) PGN\E Contr ol
Port 161 (Native HP-UX) LMTA
Port 26017 (Agent) M_A
Port 6664/5 (Agt PUA
Fact ory)
NTP PGB BMIA Ti e
Port 123 LMTrA SGDSA Synchroni zat i on
MLA
PUA
LDSA
MAS
ADUA
Tel net MAS RNCSC- MAG Confi guration
Port 23 Cont r ol

Table 1-1 Firewall Protocol Tabl e

7 Procedures

Procedures for each of the identified protocols bl ocked by
a local firewall are as foll ows:

7.1 X. 400, P1 Protocol

Thi s protocol shall not be bl ocked by |ocal firewalls.

7.2 X.500 DSP, DI SP and DAP Protocols

These protocols shall not be bl ocked by [ocal firewalls.

7.3 FTP Incom ng

When the FTP protocol is blocked entering (e.g. RNOSC
Managenment Work Station (MAB) to ACC/ LCC MAB) the protected
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encl ave, the servicing RNOSC will not be able to retrieve
log files fromsite conponents and subsequently be unabl e
to performa nessage trace to the site. In this situation
the RNOSC will trace to the | ast BMIA on the nessage route
and then pass a request for nessage trace continuation to
the ACC/ LCC. The procedures in the |atest version of IP 2,
Message Trace, apply.

7.4 FTP Qutgoing

Normal |y, outgoing FTP (e.g. ACC LCC MA5 to RNOSC MAS) is
not bl ocked, however, when it is, the site will be

i ncapabl e of transferring trouble tickets and nessagi ng
reports to the RNOSC. 1In this event, trouble tickets wl|l
be forwarded via DVS operations nessagel. The message will
contain all the information normally provided in a trouble
ticket.

7.5 SNWP (Trap)

SNMP (Trap) is used for l|ocal conmponent nonitoring only and
does not affect interoperability between the ACC LCC and
t he RNOSC.

7.6 SNWP (Get/ Set)

The SNWP (Get/ Set) protocol is used by the RNOSC to nonitor
and control |ocal conponents listed in Table 1-1. Wen
this protocol is blocked the RNOSC wi Il not be able to
determ ne the status of |ocal conponents if a problem
occurs. In this situation the ASMLSMis responsible to
notify the RNOSC by operations nessage whenever one of the
| isted components is out-of-service.

7.7 NIP

1 Operations Message - DMS organi zati onal nessages transferred between
ACC/ LCCs, DTHs and RNOSCs for the purpose of exchangi ng DMS operations
related i nformati on. The Operations Message is established per DMS
InterimProcedure 1, DMS Operations Coordi nati on Messages.
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NTP is normally used to establish tine synchronization with
an external conponent. Wen NTP is bl ocked by a | ocal
firewall, tine may be obtained froma | ocal conponent or
filtered through the firewall to an external server. This
is a local decision.

7.8 Tel net

Tel net sessions between the RNOSC and ACC/ LCC conponents
require strong authentication. This protocol is only used
when FTP is not avail abl e through the MAS or ot her
contingency situation. The RNOSC and ACC/ LCC wi | |

coordi nate the use of Telnet when it is required.



